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1.  PURPOSE

     This document provides change-recommendations to the emerging Naval Fires Network (NFN) based primarily on observations made during Fleet Battle Experiment - Juliet (FBE-J) / Millennium Challenge 2002 (MC02), previous Fleet Battle Experiment – India (FBE-I) and a series of Commander, Third Fleet (C3F) Limited Objective Experiments (LOEs).

2.  BACKGROUND

     a. The Naval Fires Network (NFN) is a transformational, network-centric family of systems that provides a critical near-term capability for CJCS “Joint Vision” concepts C4ISR and Precision Engagement and “Naval Power 21…A Naval Vision.”  
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   b.  The Naval Fires Network (NFN) will provide automated tools to enable:  

· intelligence preparation of the battlespace (IPB)

· intelligence, surveillance, and reconnaissance (ISR) sensor planning and, in some cases, sensor control

· direct or indirect national, theater and tactical sensor data receipt

· sensor screening and target nomination of time-sensitive targets (TSTs)

· data correlation, tracking, and dissemination to provide a force-wide common operational picture (COP)

· intelligence exploitation and analysis; 

· precision targeting, battle damage assessment and many other functions.

     c.   An NFN “Virtual” Program Office (VPO) was established to oversee the development and rapid deployment of NFN as a Converged Architecture comprised, at a minimum, of the elements of three existing programs: Joint Service Imagery Processing System - Navy (JSIPS-N),  Global Command and Control System - Maritime (GCCS-M), and Tactical Exploitation System - Navy (TES-N).  The actual program management for each of these major elements currently resides in three different Navy Systems Commands:

- JSIPS-N, NAVAIR (PMA-281);

- GCCS-M, SPAWAR (PMW-157);

- TES-N, NAVSEA (PMS-454).

     d.  Since the terrorist attacks of 9/11/2001, Navy has received wartime supplemental funding to rapidly deploy an initial NFN capability (e.g., installations of TES-N components, and upgrades to JSIPS-N and GCCS-M, both afloat and ashore).  While engineering-level planning for a converged architecture has been ongoing during this time, the level of integration between the major components of NFN remains minimal to date.

     e.  TES-N is a major component of NFN.  TES-like systems (USA - TES, USAF- ISR-M, USMC - TEG) are currently fielded or in the process of being fielded by other services and can afford Joint ISR interoperability.  Several Fleet Battle Experiments (FBEs) and Limited Objective Experiments (LOEs) have examined service-to-service TES interoperability.  To date, the fielding of these systems/software has not been adequately coordinated or had the level of Joint oversight required to ensure “seamless” Joint ISR capability. 

     f.  During a number of Fleet Battle Experiments, components of NFN have been combined with various prototype capabilities, such as the Land Attack Warfare System (LAWS), and GCCS-M ISR Capability (GISR-C).  These experiments have, among many other things, helped shed light on a way ahead for the NFN Converged architecture.

     g.  For FBE-J/MC02, the first "spiral" of the NFN Converged architecture (Spiral 1A) was used in combination with a number of prototype capabilities, collectively termed Naval Fires Network (experimental), or NFN(X).  NFN(X) was comprised of the following elements:

         (1)  Global Command and Control System - Maritime (GCCS-M), including:

- GCCS-M v3.1.2.1, as the underlying correlation engine for the COP;

- Track Data Base Manager (TDBM);

- COP Synch Tools (CST);

- Modernized Integrated Data Base (MIDB), including replication;

- GCCS-M v4.x (and its sub-components in a demonstration "enclave");

- Joint Targeting Toolbox (JTT), in both the 3.x and 4.x environments;

- GCCS-M ISR Capability (GISR-C).

         (2)  Joint Service Imagery Processing System - Navy (JSIPS-N) components, including:

- Precision Targeting Workstation (PTW v2.0) server;

- Ready Room of the Future (RRF);

- Distributed Targeting Management System (DTMS);

- Image Product Library (IPL);

- Joint Concentrator Architecture (JCA);

- Mission Distribution System (MDS);

- Rapid Planning Module (RPM);

         (3)  Tactical Exploitation System - Navy (TES-N v 4.0), including:

- Enhanced Mission Planning System (EMPS);

- Cross-INT Database (XINT);

- Geographic Area Limitation Environment (GALE) Lite;

- MTI Exploitation System (MTES);

- Remote Terminal Capability (RTC), and RTC Lites;

- Mini Data Acquisition System (MiDAS);


- Implementation of an experimental message set for more rapid interchange of TST data between TES-N, LAWS, DTMS/RRF, and other systems.

         (4) Land Attack Warfare System (LAWS), the Navy's experimental version of the Automated Deep Operations Coordination System (ADOCS).

3.  CHANGE RECOMMENDATION DESCRIPTION

     It is recommended the following changes be approved/implemented to bring the Naval Fires Network to fruition. 

a. Establish a Joint Interest Program for the development and delivery of a Joint Fires Network. Include NFN and other service NFN-like capabilities within the appropriate Joint Program/Oversight Organizations (e.g., the OSD C3I Distributed Common Ground/Surface System Working Group) and empower and fund to coordinate Service sensor, platform, and ground station software and hardware versions and deployment schedules to ensure Joint ISR interoperability.  This recommendation is viewed as critical.

b. Reorganize and establish a single, formal vice “virtual” NFN Program Office within Navy and consolidate funding lines and personnel accordingly to rapidly converge Fleet validated TES-N, GCCS-M and JSIPS-N capabilities into a single, cohesive Program.

c. Determine NFN organization, manning and training requirements and establish and fund a coherent NFN training pipeline and support materials (e.g., curricula, manuals, equipment) to develop a cadre of NFN personnel and address NFN operator, maintenance and multi-intelligence team training and requirements.  N20 was established as the Manpower Personnel and Training (MPT) lead by the Virtual Program Office; and, working with N769 is in the process of building a schoolhouse infrastructure based upon CFFC guidance.  

d. Incorporate communications and network requirements and appropriate Programs in the formal NFN Program to field and support a seamless network-centric NFN sensor to shooter architecture and “total package” capability.

e. Incorporate NFN in all future Naval and Joint experimentation and exercises to further develop converged system architecture and refine NFN TACMEMO and Joint TTPs. Continue to provide analytical rigor to development process.

f. Map NFN Spiral 2.0 Architecture to OSD Joint C4ISR and Precision Engagement architectures to ensure Joint interoperability. 

g. Map NFN Converged Architecture to Fires and FORCEnet concepts as a guide for future experimentation and Key Performance Parameters (KPP) for JC2 and NFN.

h. Build NFN converged architecture in accordance with Fleet vetted requirements.

       i.   Incorporate engagement management system capabilities or interfaces in NFN to support a seamless sensor to shooter architecture.

4.  ANALYTIC PROCESS

     a.  MC02/FBE-J provided an opportunity to configure NFN related components for rapid decisive operations within the context of the MC02/FBE-J architecture and scenario.   Data collection and analysis for this effort focused on evaluating the experimental NFN technical architecture and procedural processes observed during ISR and Fires engagement operations.  The post-experiment analysis effort did not focus on a technical evaluation of NFN components but rather the integration of capabilities and their impact on the TST process.

     b.  The data collection and analysis methodology focused on NFN capability to support rapid-response, tactical offensive operations required to achieve operational and strategic-level objectives. The NFN in MC02/FBE-J Data Collection Plan contained the data capture requirements required to support the technical and operational analyses. The technical analyses (reconstruction analysis) was based on quantitative measures that provided insights relevant to the find, fix, track, target, engage, and assess process and the required NFN actions in that cycle.  Additionally, post experiment review of electronic and manual data gathered during the experiment provided system integration and architecture insights for engineers to consider during NFN development. The operational analysis provided operational insights that include: system configuration considerations, command and control (C2) process improvements, and enhanced situational awareness realities. The Meyer Institute of Systems Engineering, Naval Postgraduate School (MI-NPS) published these insights.  The following provides the data collection and analysis methodology developed by MI-NPS for NFN assessment. 

     c.  All events in FBE-J were free-play.  To provide some structure to these free play events for subsequent reconstruction efforts, MI-NPS analysts developed several operation sequence diagrams (OSDs) to reflect the most likely NFN threads that would occur during real world operations.  The OSDs were developed to stress the NFN architecture within the context of the MC02/FBE-J scenario. The figure below illustrates a joint interoperable thread recommended by MI-NPS analysts during FBE-J for 31 July live U-2 mission in support of Navy objectives.  The thread was designed to stress the NFN experimental architecture (Find, Fix) and the end-to-end engagement process (Track, Target). The objective of this joint thread was to put some structure on the free play by requesting an Adhoc series of image captures in vicinity of the China Lake ranges using sensor re-tasking TTP, down linking SAR imagery to Air Force ISR-M system at Nellis, AFB and forwarding to TES-N via FTP for analysis and exploitation.  Although, the ASARS 2a sensor malfunctioned in flight and the thread was never pulled, objective and subjective data capture from free play threads like this are required for NFN analyses. 
5.  CHANGE RECOMMENDATION FINDINGS

     a.  Doctrine.

         (1)  Finding.  Joint Publication (JP) 3-55 Joint Doctrine for Intelligence, Surveillance and Reconnaissance (ISR) and Target Acquisition (TA), Joint Publication (JP) 2-0 Joint Doctrine for Intelligence Support to Operations and Joint Publication (JP) 3-60 Joint Doctrine for Targeting, all discuss ISR and targeting doctrine.  NFN will undoubtedly impact the way the Navy does business; precisely how is still being determined through such methods as continued experimentation and exercises and initial Fleet introduction.  NWDC has produced TACMEMO 2-01.1-02, Naval Fires Network for fleet use.  It will continue to be evaluated by the deployed forces and during FBEs to better define the Tactics, Techniques and Procedures for employing the Naval Fires Network to prosecute both deliberate and time sensitive targets. 

         (2)  Recommendation.    Formalize Tactics, Techniques and Procedures (TTPs) and apply to NFN development.  Evolve TACMEMO beyond ISR to address Fires and  USN and USMC requirements to include Fires execution, Tomahawk execution and TACAIR execution.

     b.  Organization.

 (1)  Finding O-1.  Because of the integrated, multi-INT nature of TES-N (the NFN component most extensively evaluated in FBE-J), system operators functioned most effectively to fulfill dynamic ISR requirements when physically co-located as part of a well-integrated analytic team managed by an officer with operational reconnaissance experience.  This paradigm is very similar to multi-mission reconnaissance aircrews’ ability to cross-cue sensor data (e.g., VPU, JSTARS) under the management of a Mission Commander.  This organizational concept is similar to the existing organization of JSIPS-N analysts into Afloat Planning System (APS) Detachments, and could be extended to apply to the NFN Converged architecture.

 (2)  Recommendation O-1.  Organize NFN system operators and intelligence analysts into cohesive functional teams with appropriate oversight by supervisors with operational multi-INT reconnaissance experience.  (A more detailed recommendation concerning these supervisors is provided in the Personnel findings section found at paragraph 5.f.(2)) 

 (3)  Recommendation O-2.  Continue to define Navy ISR Operations requirements and incorporate NFN within the ISR Operations organization.  Conduct additional experiments and exercises to refine the Navy ISR Operations organization and procedures and Joint ISR command and control relationships. 

     c.  Training.
         (1)  Finding T-1.  During FBE-J, it was evident that training for the various elements of NFN, and in particular the interface points between the elements, was either uncoordinated or non-existent. 
 The requirements for NFN training need to be fully defined and vetted by CFFC; Mobile Team Training to date is focused on TES-N functionality only based upon Enlisted Community Manager analysis of FBE I onboard USS CORONADO.  Lessons/Learned and end of deployment briefings from TES-equipped operational units needs to be inserted into NFN training requirements.   
   Although FBEs by their nature do not involve extensive system and functional training (e.g., completion of schoolhouse curricula), a concerted effort was made to provide as much training as possible prior to experiment execution.  During the pre-experiment Spiral development period in FBE-J, basic training was available and provided on many of the major individual systems and software applications (e.g., TES-N, GISR-C, DTMS, LAWS), but there was almost no available "intermediate-level" training on how those systems and applications were to functionally interact.  While this is not unexpected in an experimentation environment, it nonetheless underscores the need to ensure that training for an integrated NFN is itself appropriately integrated and inter-disciplinary in nature.  Similarly, it was found in FBE-J that a major strength of NFN functionality is its closer integration of operations and intelligence (e.g., maintenance of an accurate COP that supports dynamic ISR operations and TST involves equal focus on Red, White, and Blue forces); this implies integrated operations and intelligence "team" training, at least at the "intermediate" cross-disciplinary level.   * Possibly move to Organization **Additionally, FBE-J experimented with establishing a Joint Force Maritime Component Commander “ISR Operations Officer” in the Maritime Operations Center on USS Coronado who was responsible for command and control of USN ISR assets and coordination with CJTF, other component ISR operations personnel, Primary Warfare Commanders and the JFMCC Battle Watch Team.  This concept demonstrated significant potential in addressing a current USN organizational shortfall and improving the Time Sensitive Targeting process and should be included in future experimentation and exercises involving ISR and NFN.

         (2)  Recommendation T-1a.   Although individual program (GCCS-M, JSIPS-N, TES-N) Mobile Team Trainers (MTTs) have been formed as an interim short term solution to meet NFN rapid deployment timelines, it is not the optimum training approach and does not replace the need for a formalized training pipeline.  NFN training should be consolidated into one coherent NFN pipeline, with requisite funding provided to ensure standardization and commonality of curricula.  Training should focus on the following areas at a minimum:

(a) Existing analysis disciplines (e.g.: EO/IR/SAR imagery analysis; ELINT analysis; COMINT analysis; etc.).

(b) Analysis disciplines "new" to Navy (e.g.: GMTI exploitation; video screening, collection management, Cross-Intelligence and TST nomination; terrain analysis; etc.).

(c) Functional, cross-discipline "team" training (e.g.: continuously updated IPB; COP maintenance and quality assurance; sensor cross-cueing and dynamic sensor re-tasking; multi-INT analysis; target nomination and BDA; etc.).

(d) System maintenance training. 

(3)  Recommendation T-1b.   To meet NFN long-term training objectives the Program   must work with NPDC to develop and maintain a Navy Training Systems Plan (NTSP).  
Key deliverables include: Manpower and Training Master Plan,  TRPPM Analysis documentation and a Draft NTSP.  Additionally N2M/ECMs will work with NPDC and the NFN Program Office to determine the schoolhouse requirements.  TRPPM analysis effort for operators has been initiated by PMS-454 and initial documentation will be available for TES-N operators and maintainers NLT Jan 03. Once formal NFN program is established  a training program that teaches needed skills rather than systems should be instituted and include a process for using NFN to fight the war. (4)  Recommendation T-1c.   Install and support full NFN suites at Navy Centers of Excellence such as Naval Strike and Air Warfare Center (NSAWC) NAS Fallon, NV, to provide intermediate-level NFN pre-deployment and/or refresher training for Carrier Battle Groups and Air Wings. (Being accomplished in FY03)

(5)  Recommendation T-1d.  NFN training must include integrated operations and intelligence training (e.g., Blue force analysis and tracking in support of ISR operations, in addition to analysis and tracking of Red and Neutral forces).  To provide effective operational support to the warfighter, NFN must provide a complete picture of the battlespace to decision-makers. 
(7)  Finding T-2.  There is no substitute for live assets with regard to refining Navy ISR operations requirements, TTP and training.  Although FBE-J was not explicitly a training environment, much of what was gleaned from ISR-related experimentation is directly applicable to the training of those involved in Fleet ISR operations.  The most focused and valuable evolutions for ISR operations during FBE-J involved live ISR sensor platforms trying to find real targets, through actual "challenges" (such as smoke from nearby forest fires), to provide targeting data for live weapons employment.  While computer simulations are invaluable for providing opportunities to experiment and/or train with things unavailable in a "live" environment (e.g., future capabilities), the level of fidelity available in simulation today does not replicate the complexities, challenges, and human interactions faced in live-fly situations.

(8)  Recommendation T-2.  Maximize incorporation of live assets (e.g., ISR sensor platforms, opposition forces, target sets, ranges) for all Fleet ISR-related training and experimentation.  Funding for events such as FBEs should explicitly address costs for maximum participation of live assets.

(9)  Finding T-3.  The primary function of GCCS ISR Capability (GISR-C) operators in FBE-J was screening incoming ISR video, and nominating any detected/identified targets to the JFMCC Fires Team (using LAWS/ADOCS) for potential engagement.  GISR-C Screeners nominated targets (with digitized frames of the video imagery attached) to Imagery Analysts who were using JSIPS-N's Ready Room of the Future (RRF) to "mensurate" (or measure) to derive target coordinates to the level of precision needed for engagement.  It was observed that Screeners could greatly contribute to the speed and accuracy of the mensuration process by how they capture and digitize the video.  Optimally, the FBE-J Imagery Analysts said they need three video frame grab "shots" of any given target:

(a) "zoomed way out" for broad area familiarization, and to see major visual features around the general target area;

(b) "medium zoom" to see more detailed features around the target area in reference to target location (e.g., "the major road intersection just to the northeast");

(c) "zoomed in" to see as many details of the target itself as possible.

 
(10)  Recommendation T-3.  Codify the functions done by ISR Video Screener/Collection Manager/TST Nominators in FBE-J, and include in appropriate Naval intelligence training, manning and skill-set requirements (e.g., consider making a distinct NEC for video screening).  Incorporate the methods used in FBE-J of optimizing video image capture (described above) to support TST-related mensuration into applicable Navy training curricula, SOP and TTP documentation.  

(11)  Recommendation T-4.  Formally review existing NEC pipelines and determine areas to incorporate “delta” NFN training requirements in interim.  Develop a NFN Technical Training Equipment (TTE) Acquisition and Management Plan to design and install Training Devices (TD) to support a formalized NFN training pipeline.   Representative NECs for “delta” NFN training include:

3910 Naval Imagery Interpreter 

Increase radar, infrared, MSI/HSI, and full motion video recognition training with emphasis on current and future tactical systems (IE: UAV, U2, SHARP).  Required for tactical imagery exploitation.  Add BDA/BHA segment (length determined by depth of training).  Identify targets on imagery in near-real time.  Increase proportional to number of tactical systems fielded.
3923 Strike Planning Applications

Maintain course currency.  Addition of NFN architecture/support CONOPS.

3924 Operational Intelligence (OPINTEL) Analyst 
Maintain course currency.  Addition of NFN architecture/support CONOPS.

9102 National OPELINT Analyst 

Add more “national systems” capabilities and analysis training. 

CTR 0000 Processing and Reporting Analyst

Add NFN overall systems familiarity.

CTM Maintenance Technician

Add NFN overall systems maintenance requirements (from Army maintenance curriculum)

IT Maintenance Technician

Add NFN overall systems maintenance requirements (from Army maintenance curriculum)

7125 IT Networking Administrator

Add NFN overall systems familiarity and network interfacing requirements.

      d.  Materiel.
(1)  Finding M-1.  Incompatibilities experienced in FBE-J/MC02 between software versions of the Navy's TES-N, and the Air Force's Intelligence Surveillance Reconnaissance Manager (ISR-M), and upgrades to the U-2 SAR sensor package highlighted the requirement for a Joint Program or Joint Oversight of fielding and delivery timelines to coordinate each piece of the increasingly intertwined Joint ISR architecture.  Even though the same contractor developed TES-N and ISR-M from the same TES baseline, two different software versions were used during MC02 to meet equally valid but conflicting Service experimental objectives.  The difference in versions not only prevented Navy from receiving direct U-2 down-link aboard USS Coronado during the experiment, it also jeopardized a Joint experimental objective of exploring interoperability between the two TES-derivative systems (and the component ISR organizations they supported).  Even though the two versions proved to be interoperable at the very end of the experiment, the incident underscored the inherent risk to joint interoperability of separately managed and uncoordinated upgrades to operationally deployed systems.

(2)  Recommendation M-1.  Establish a Joint Interest Program or empower the appropriate Joint offices (e.g., the OSD C3I Distributed Common Ground/Surface System Working Group with both funding and authority) to ensure unity of effort between Service sensor, platform, and ground station software and hardware versions and deployment schedules to ensure backward and forward compatibility.  USA, USN, USMC and USAF have fielded or are in the process of procuring NFN-like systems which could be incorporated into a Joint Interest Program vice service specific development.  In order to achieve full seamless Joint ISR interoperability in support of CJCS Joint Vision serious consideration should be given to consolidating this development in a Joint Interest Program with funding and appropriate authority. 

(3) Finding M-2.   Programmatic management of NFN is currently a “cooperative” venture between dissimilar elements (e.g., three different Navy Systems Commands) under the veneer of a Virtual Program Office (VPO).  Like any such organization, cooperation tends to break down when the requirements of the cooperating parties come into conflict; it is a systemic problem, and not one of individual or even group malfeasance.  This was experienced prior to and during FBE-J when the need to focus limited funds on operational deployment of NFN conflicted with the need for NFN to implement an experimental message set to maximize participation in FBE-J.  The conflict was resolved, but not until the eleventh hour, resulting in an implementation that largely met the "letter" of the requirements, but was in the end only partially useful for experimentation.  Similar conflicting requirements between NFN component programs have become evident in the course of developing the NFN "converged architecture", the main effort to fold NFN's components (e.g., JSIPS-N, GCCS-M, and TES-N) into a single, cohesive system.

(4)  Recommendation M-2.  Reorganize the NFN Virtual Program Office (VPO) into a single, formal NFN program office within the Naval Service.  Consolidate NFN funding lines under this one program office.  Provide positive incentives for cooperation to stakeholders outside of this program office's direct authority.  Without such dramatic programmatic steps, the rapid integration of TES-N, GCCS-M, JSIPS-N, and other elements into a single converged NFN architecture remains at risk.

(5) Finding M-3.  One of the major capabilities NFN contributes to existing functionality in the Fleet is the on-board processing and exploitation of sensor data received directly from airborne ISR platforms such as U-2, Global Hawk, F/A-18, JSTARS and P-3 aircraft.  Common Data Link-Navy (CDL-N) is the Navy program, managed by SPAWAR PMW-189, that provides most of this direct receipt capability to NFN (at least afloat); and NFN is the only real "customer" for this direct receipt capability.  In addition, SPAWAR PMW-189 is responsible for most of the cryptologic capabilities and applications that are part of GCCS-M, and thus will ultimately be part of the larger NFN.  Unfortunately, SPAWAR PMW-189 is not part of the NFN virtual program, meaning some of the major elements upon which NFN is wholly dependent for its "value-added" converged capabilities are managed separately from NFN, with no explicit mechanisms in place to ensure convergence of efforts and sufficient communications to facilitate NFN afloat.

(6)  Recommendation M-3.  Add appropriate supporting elements of PMW-189 (not the entire organization) to either the existing NFN VPO structure, or the new formal NFN Program Office (proposed elsewhere in this document) to ensure unity of effort, and full inclusion of CDL-N and cryptologic CUB capabilities in the NFN Converged architecture.

(7) Finding M-4.  The Land Attack Warfare System (LAWS), the Navy's experimental version of the Automated Deep Operations Coordination System (ADOCS), provided the primary tool used in FBE-J for managing the time sensitive targeting/fires engagement process.  LAWS/ADOCS includes a series of powerful, yet easy-to-use mission managers for maintaining dynamic target lists, and rapidly distributing engagement-related status and information throughout the force.  These capabilities were the only true "fires" engagement functionality in NFN (X) as used during FBE-J, and they integrated seamlessly with the Joint Fires Initiative (JFI) used MC02-wide.

(8)  Recommendation M-4.  Develop an Interface Control Document (ICD) for interface between LAWS-like mission managers and NFN, to provide the required linkage between the functionalities in NFN that support the "Find, Fix, Track, Target, and Assess" portions of the TST timeline, and the functionality in LAWS/ADOCS that supports the "Engage" piece of the TST process. Determine the feasibility of incorporating LAWS/ADOCS functionality in NFN.

(9) Finding M-5.  GISR-C is a collection of prototypical applications designed primarily to support Time Sensitive Targeting (TST) with such capabilities as screening incoming ISR, and rapidly nominating identified targets to LAWS to begin the engagement process.  It has been a staple of past FBEs, and was used at seven different locations/nodes in FBE-J.  As in previous FBEs, GISR-C provided a robust prototype of many of the features required by ISR video screeners / analysts, and ISR operations personnel during FBE-J.  One of the unique GISR-C capabilities is receipt and processing of the telemetry from Predator UAVs (embedded in Line 21, the closed caption portion of the video signal).  In FBE-J and previous FBEs, this capability has demonstrated its value in assisting the GISR-C Screeners in the target nomination process, and in assisting ISR Operations personnel in managing UAV and other video-capable ISR assets.

(10)  Recommendation M-5.  Incorporate the functionality prototyped by GISR-C in FBE-J (and previous FBEs) into the NFN Converged architecture, particularly the ability to manage multiple ISR video streams simultaneously, and to parse and use Predator UAV telemetry.  Integrate these capabilities to manage and exploit airborne ISR video platforms with the capabilities in TES-N EMPS to manage U-2 and other "still" imagery airborne ISR platforms.

(11) Finding M-6.  While GCCS-M (v) 3.1.2.1 was used primarily as the COP engine in FBE-J, a network "enclave" (called the "Ground COP" initiative) was set up to permit the demonstration of the GCCS-M (v) 4.x environment, particularly its ability to better integrate tracking and targeting in the land attack environment.  Another key piece of this initiative was the Joint Targeting Toolbox (JTT), developed by the Air Force under the direction of Joint Staff J2T.  JTT was used in FBE-J in two varieties:  (1) JTT for the GCCS-M 4.x environment, as part of the Ground COP enclave; and, (2) JTT for the GCCS-M 3.x environment, as part of the targeting suite of tools used during FBE-J.  GCCS-M 4.x experienced a number of technical difficulties during FBE-J (e.g., occasional lock-ups requiring soft reboots), but nothing unexpected from an early test software version.  Despite this, it demonstrated a number of promising capabilities that integrate targeting and the COP much more closely together.  These include: seamless integration of JTT and its interface to the targeting tables of the Modernized Integrated Database (MIDB);  richer track data with targeting information directly embedded, made immediately available to a user by clicking on the icon in the COP for that target/track; and the ability to create linkages of multi-media data (e.g., images, video clips, web pages) to COP tracks.  GCCS-M 4.x proved to be intuitive and user-friendly.  Neither of the primary GCCS-M 4.x operators in FBE-J, a USMC O-2 and a USA E-4, had any prior experience operating GCCS-M but both were able to rapidly learn at least the basics of 4.x after only a few hours of individualized training.

(12)  Recommendation M-6.  Complete the development of GCCS-M (v) 4.x, with JTT fully integrated, and field as expeditiously as possible as part of the NFN converged architecture.  This will provide the Fleet the linkage between tracks, targets, and intelligence databases that will enable them to "fight from the COP" in the converged NFN architecture.

(12) Finding M-7.  Ready Room of the Future (RRF) provided a robust mensuration capability to allow imagery analysts in distributed locations to rapidly compare digitized frames of video with detailed base imagery to provide accurate geo-location data essential for precision TST.  RRF proved to be a user-friendly and effective tool within the FBE-J NFN (experimental) architecture. 

(13)  Recommendation M-7.  Incorporate capabilities demonstrated in RRF in NFN converged architecture.

(14) Finding M-8.  Dynamic Target Management System (DTMS) was provided to the JFMCC Mensuration Manager to dynamically manage the distributed target mensuration process throughout the FBE-J Navy Forces.  Technical interface and message exchange failures between DTMS and other NFN (X) systems highlighted the potential targeting process bottle-neck and single point of failure which could occur if the DTMS capability is only located at one position in the targeting architecture.  DTMS must be included at alternate sites in the overall targeting architecture to permit transfer of Mensuration Manager responsibilities as required.

(15)  Recommendation M-8.  Incorporate DTMS Mensuration Management

function and capability in NFN converged architecture.  
     e.  Leadership.

         (1) Findings.  None.

         (2) Recommendations.  None.

     f.   Personnel.
          (1) Finding P-1.  During FBE-J, NFN (TES-N, GCCS-M, JSIPS-N) were very dependent on contractor support.  This was partly due to the experimental nature of the environment (e.g., experimental interfaces, etc.), and also due to the fact that there is no established NFN maintenance training pipeline for Navy technicians or system administrators.  It required a team of the best NFN technicians available to adequately support the complex interfaces and multiple sensor inputs during FBE-J.  

(2)  Recommendation P-1.  Ensure NFN manning requirements documentation explicitly includes substantial contract support, at least for the foreseeable future, until a system maintenance and system administration training pipeline can be established, and trained sailors can be deployed into the Fleet.  Implementing NFN throughout the Fleet in the short-term will require multiple contractor teams to support the scope of Navy world-wide forward deployed operations. 

(3)  Finding P-2.  Establishing a NFN "Mission Coordinator" (e.g., khaki supervisor) was critical to effectively managing NFN, despite the physical proximity of the majority of NFN system operators to one another.  This position was key to managing the NFN operator work load and forces in addition to coordination with the Battle Watch organization, the COP organization and integration into the TST process.  

(4)  Recommendation P-2.  The organization model for future NFN and, more importantly, converged-architecture NFN operations include having system operators (e.g., COP analysts, video screeners, imagery analysts, SIGINT analysts, MTI analysts) in close physical proximity, led by one or more khaki supervisors to ensure cross-discipline coordination, and to maintain focus on operational support.  Suggested experience/training levels of the khaki supervisor(s): 

(a) Warfare-designated Officer with multi-INT ISR experience (team lead);

(b) Intelligence Officer with systems experience, and with experience in a SUPPLOT-like environment (i.e., multi-INT fusion in support of current operations);

(c) Cryptologic Officer with systems experience, and with experience in running tactical collection operations (e.g., SSES);

(d)  Senior Enlisted (E-7-9) with equivalent experience detailed in (a)-(c).

(5) Finding P-3.  It is important to note that the rapid deployment of NFN has stressed manpower support and circumvented formalized training required for effective system employment.  The following notional manning of NFN should be considered additive in nature and is evolving as the NFN converged architecture evolves.  The following represents the “initial conditions” of staffing based upon empirical analysis of the configuration and required operator skills of NFN (focused specifically on NFN manning) on USS Coronado and post-deployment recommendations from USS Abraham Lincoln and USS John C. Stennis.  The Intelligence Specialist Technical Advisor, IS and CT Enlisted Community Managers, ship’s company intelligence and operations personnel as well as a series of C3F LOEs, FBE I and FBE-J NFN augmentees performed the USS Coronado manpower analysis. 

(6)  Recommendation P-3.  Based upon observations of Commander, Third Fleet (C3F) Limited Objective Experiments and Fleet Battle Experiments India and Juliet conducted on the USS Coronado, the following NFN manning postures were developed for a 1) “notional” Flag Ship and  2) Carrier. 

	Positions

(One Watch Section)
	Flag Ship/LSS

(10 MFW)


	CV

(10 MFW)



	Watch Officer
	CWO/O-3 (1320/1630)
	CWO/O-3

	Watch Supervisor
	--
	ISC/3924

	Mission Planner
	(1) IS2/3910
	(1) IS2/3910

	Collection Manager
	O-3/1630
	--

	Imagery
	(3) IS2/3910
	(2) IS2/3910

	CROSS-INT
	(1) IS2/3924
	IS2/3923

	Tac Data Mgr
	IS2/3923
	(1) IS2/3923

	ELINT
	(1) CTT2/9102
	(2) CTT2/9102

	Targeting
	(1) IS2/3923
	(1) IS(2/1)/3923

	GCCS M
	IS3/0000
	IS3/0000

	SIGINT
	--
	(1) CTR2/0000

	Screener
	(1) IS2/3924
	(1) IS2/3923

	Fusion
	IS2/3924
	--

	Mensuration
	IS1/3923
	(1) IS(2/1)/3923

	Maintenance
	CTM1
	CTM1/ET1/FC1


Note 1:  These are recommendations from ECMs/N20/N2M/N769. (Formal analysis will be provided by  TRPPM in Jan 03)

 Table 1.  NFN Flag Ship Manning 

	Space
	Position (MFW)
	Rate/NEC
	Functions

	Maritime Operations Center
	ISR Operations Officer
	O-3/4 1320
	Direct Navy ISR Operations and Sensor/Asset Employment, Interface with the Battle Watch and Time Critical Strike Officer 

	
	NFN Watch Officer
	CWO/O-3 1320/1630 OPINTEL      
	Direct NFN positions IAW ISR Operations Officer guidance, track target list

	Maritime Operations Center 
	Mission Planner/Screener (1)
	IS2/3910
	Screen raw feeds, Build, monitor mission plan(s), monitor link status

	 
	Collection Manager
	O-3/1630
	Build Collection Plans, revise plan based upon operations, perform trade-off analysis

	 
	Imagery (1)
	IS2/3910
	Perform imagery analysis, target ID

	 
	COP
	IS3/0000
	Enter/manage air and surface tracks in GCCS M 

	 
	Cross-INT (1)
	IS2/3924
	ITD, Fusion, MTES, MTE Analysis

	 
	Cross-INT (1)
	IS1/3924
	Screener (alternate), perform historical analysis, fusion, IPB

	JFE (JISE)
	SIGINT (1)
	CTT2/9102
	SIGINT tasking, analysis, sanitization 

	SSES
	Imagery (1) 
	CTT2/9102
	Ground tracking, calls for fire, coordinate tasking/dissemination 

	ECOC
	Maint.
	CTM1
	Perform preventative and corrective maintenance

	JSC
	Imagery (1)
	IS2/3910
	Imagery analysis, quality control

	 
	Targeting Support (1)
	IS2/3923
	Target Nomination, targeting support, BDA

	 
	Database Manager/ Dissemination Manager
	IS2/3923
	Perform Quality Control on targeting database, ensure products are delivered 

	 
	Targeteer
	IS1/3923
	Generate aim points, feed to weapon systems 


Note 2:  ISR Operations, targeting, collection management, and database management positions do not necessarily require NFN MFWs.  Table 1 represents the manning required to support NFN on USS Coronado.

Note 3:  The manning lessons learned from USS Coronado were applied to USS Abraham Lincoln.  Based upon numerous installation IPTs, discussions with the Operations, Intelligence and Targeting officers, the following manning plan was generated (Table 2).  Table 2 illustrates a 10 position NFN installation with one section of a two-section watch posture.  (These were taken based upon recommendations by USS LINCOLN).

Table 2.  NFN Carrier Manning

	Space (Classification level)
	Position (MFW)
	Rate/NEC
	Functions

	COPS (Collateral)
	Watch Officer
	O-3/4 Warfare Designated 
	Time Critical Strike Officer

	STRIKE PLOT (SCI)
	Watch Sup
	ISC/3924
	Manage the NFN equipment suite

	 
	Mission Planner (1)
	IS2/3910
	Build, monitor mission plan(s), monitor link status, manage sensors

	 
	Screener (1) 
	IS2/3923
	Screen raw feeds, "chip" imagery for further analysis

	 
	Imagery (1)
	IS2/3910
	Perform imagery analysis, target ID

	 
	Track Manager
	IS3/0000 or OS/ 0000
	Enter/manage tracks in GCCS M 

	 
	Tactical Database Manager (TDM)/Dissemination Manager (1)
	IS2/3923
	Perform Quality Control on targeting database, ensure products are delivered 

	 
	GALE - ELINT (1)
	EW2/CTT2/9102
	ELINT tasking, analysis, sanitization 

	Mission Planning (Collateral)
	Imagery (1)
	IS23910
	Perform imagery analysis, target ID

	 
	Mensuration PTW (M) (1)
	IS (2/1)/3923
	Generate aim points, feed to weapon systems 

	SSES (SI) 
	SIGINT (1)
	CTR2/0000
	COMINT tasking, analysis, sanitization 

	SUPPLOT (SCI)
	BFEA - ELINT (1)
	EW2/CTT2/9102
	ELINT analysis

	Maintenance (SCI)
	Maintenance Technician (1)
	CTM1/ET1/FC1
	Perform preventive and corrective maintenance


Note 4:  The system will be supported by a full-time maintenance contractor, a Field Service Representative (FSR).  The FSR will have a journeyman, collateral duty, electronics maintenance person (CTM/ET).  Additionally there is a part-time requirement for a System Administrator (Sys Admin NEC 2735) and Information System Security Officer (ISSO NEC 2779).  Both the Sys Admin and ISSO are collateral duty responsibilities.  

         g.  Facilities.

              (1) Findings.  None.

              (2) Recommendations.  None.
         h.  Costs.  The NFN VPO has provided the following NFN cost estimates.
TES-N 



Full System



$8M 

(includes RTC-Lite Server)

RTC




$2.5M

RTC-Lite Server


$200K

RTC-lite (laptop SA)

$60K per 
(typically 5 deployed per ship)

JSIPS-N


JCA



$350K


PTW



$500K


TIS



$3M

GCCS-M


Large Deck install

$1.3M

Communications

CDL-N



$7.1M

MIDAS 



$2.4M

MUST Radio


$200K

ADNS work



$330K


Challenge Athena upgrade      $23.06M

Note 1:  Figures include install cost associated with each system.  

Note 2:  These costs are based on FY-03 dollars and DOES NOT reflect the anticipated savings expected from convergence (i.e. 2 CIPs to 1 CIP $1M savings, 2 imagery servers to 1 savings TBD, etc.).

6.  CONSTRAINTS
     a.  

     b. 

7.  ISSUES

a. There is no single Joint authority for NFN/NFN-like system acquisition.

(1)  The Office of the Secretary of Defense- C4ISR establishes joint requirements statements.

(2)  The Defense Information Systems Agency (DISA) develops infrastructure (DII-COE) applications.

(3)  Services have USC Title 10 procurement authority.  The Services normally procure systems and not applications 

b. There is no single Navy program manager or resource sponsor for NFN converged architecture system acquisition, engineering and training.

(1)  NAVAIR (PMA-281, JSIPS-N), SPAWAR (PMW-157, GCCS-M) and NAVSEA (PMS-454, TES-N) maintain cognizance over their respective individual Program development and budgets.

(2)  NFN VPO is a “virtual” program and is not organized or funded to effectively engineer NFN development and provide the necessary technical support and training required for successful Fleet employment of this capability.  

c.
FBE-J focused the majority of NFN analysis primarily at the Joint Force Maritime Component Commander level afloat USS Coronado.  Recommend COMOPTEVFOR conduct an Observation of Operational Capabilities (OOC) of NFN at first opportunity.  FBE-K/Tandem Thrust 03 will continue experimentation and evaluation of NFN TACMEMO 3QFY03.  Evaluation of NFN capabilities and requirements will continue FY03, hence findings and recommendations contained herein are not all encompassing.

8.  RECOMMENDATION SUMMARY

In the near term CFFC and NWDC recommend the following to the Navy Requirements Oversight Council (NROC): 

 a.  Immediate establishment of a formal Navy Program for the development, training, fielding and support of an end to end NFN “sensor to shooter” capability to the Fleet.

 b.  Establish a Joint Interest Program or maintain Joint oversight of Service NFN/NFN-like capabilities in order to achieve Joint ISR interoperability.

c. Continue NFN Mobile Team Training support in the interim for rapid NFN deployment until a formal training pipeline is established.

 d. Expedite establishment of a formal NEC-based NFN training pipeline and include pre-deployment Battle Group and Air Wing Ops/Intel NFN “Team” training to support system fielding and operational deployments.

 e. Continue to include NFN and incorporate Joint ISR interoperability of other service NFN-like systems in all future experimentation and exercises to further develop Navy and Joint TTP.

f. Map NFN Spiral 2.0 Converged Architecture to OSD Joint C4ISR and Precision Engagement Architectures to ensure joint interoperability.

g.  Build NFN Converged Architecture in accordance with CFFC vetted Fleet requirements.

GLOSSARY AND ACRONYMS

Section I

Acronyms

ADOCS
Automated Deep Operations Coordination System

ADSI
Air Defense Systems Integrator

AFATDS
Advanced Field Artillery Tactical Data System

ATO
Air Tasking Order

BDA
Battle Damage Assessment

C2PC
Command and Control Personal Computer

C4I
Command, Control, Communications, Computer, and Intelligence

C4ISR
Command, Control, Communications, Computer, Intelligence, Surveillance, and Reconnaissance

COE
Common Operating Environment

COP
Common Operational Picture

DII
Defense Information Infrastructure 

DISA
Defense Information Systems Agency

DOD
Department of Defense

DTL
Dynamic Target List

DTMS
Dynamic Target Mensuration System

ELINT
Electronic Intelligence

EMPS
Enhanced Mission Planning System

FBE
Fleet Battle Experiment

FY
Fiscal Year

GALE
Geographic Area Limitation

GCCS
Global Command and Control System

GCCS-A
Global Command and Control System Army

GCCS-M
Global Command and Control System Maritime

GISR-C
GCCS Intelligence, Surveillance, and Reconnaissance Capability

IPB
Intelligence Preparation of the Battlefield

IPL
Imagery Product Library

ISR
Intelligence, Surveillance and Reconnaissance

ISR-M
Intelligence, Surveillance and Reconnaissance Manager

JCA
Joint Concentrator Architecture

JFACC
Joint Force Air Component Commander

JFC
Joint Force Commander

JFI
Joint Fires Initiative

JFLCC
Joint Force Land Component Commander

JFMCC
Joint Force Maritime Component Commander

JIC
Joint Intelligence Center

JMOC
Joint Maritime Operations Center

JOC
Joint Operations Center

JP
Joint Publication

JPSDPO
Joint Precision Strike Demonstration Program Office

JROC
Joint Requirements Oversight Council

JROCM
Joint Requirements Oversight Council Memorandum

JSIPS-N
Joint Service Imagery Processing System-Navy

JSOTF
Joint Special Operations Task Force

JSWS
JSTARS Work Station

JTF
Joint Task Force

JTT
Joint Targeting Toolbox

JWFC
Joint Warfighting Center

JWCA
Joint Warfighting Capabilities Assessment

LAWS
Land Attack Warfare System

MARFOR
Marine Force

MB
Megabyte

MC02
Millennium Challenge 2002

MCS
Maneuver Control System

MDS
Mission Distribution System

MIDB
Modernized Integrated Database

MTI
Moving Target Indicator

MTIX
Moving Target Information Exploitation

MTO
Maritime Tasking Order

NFN
Naval Fires Network

NORTHCOM
US Northern Command

NWDC
Navy Warfare Development Command

OSD
Office of the Secretary of Defense

PACOM
US Pacific Command

PTW
Precision Targeting Workstation

RAID
Redundant Array of Independent Disks

RAM
Random Access Memory

RDO
Rapid Decisive Operation

RPM
Rapid Planning Module

RRF
Ready Room of the Future

RWS
Remote Workstation

SEAD
Suppression of Enemy Air Defenses

SME
Subject Matter Expert

SOCOM
US Special Operations Command

SOF
Special Operations Forces

SOUTHCOM
US Southern Command

TACELINT
Tactical Electronic Intelligence

TACTOM

Tactical Tomahawk Land-Attack Missile

TBMCS
Theater Battle Management Core System

TEG
Tactical Exploitation Group

TES-N
Tactical Exploitation System-Navy

TLAM
Tomahawk Land-Attack Missile

TPSO
Theater Precision Strike Operations

TDBM
Track Database Manager

TSP
Training Support Package

TST
Time Sensitive Target

TTP
Tactics, Techniques, and Procedures

VPO
Virtual Program Office

XINT
Cross-Intelligence Database

Section II

Definitions

Kill box

A user-defined area where targets may be engaged without additional coordination.

Limited target

A limited target can be engaged or put at risk under selected circumstances.

Protected target

A protected target cannot be engaged or put at risk under any circumstances.

Supported commander
The commander having primary responsibility for all aspects of a task assigned by the Joint Strategic Capabilities Plan or other joint operation planning authority.  In the context of joint operation planning, this term refers to the commander who prepares operation plans or operation orders in response to requirements of the Chairman of the Joint Chiefs of Staff.

Supporting commander
A commander who provides augmentation forces or other support to a supported commander or who develops a supporting plan.  Includes the designated combatant commands and defense agencies as appropriate.  See also supported commander.

Time-critical target

A time-critical target is a time-sensitive target with an extremely limited time window of vulnerability, the attack of which is critical to ensure the success of the joint task force operation.  This target ranks high on the joint integrated prioritized target list.

Time-sensitive target

A time-sensitive target requires immediate response because it poses—or will soon pose—a danger to friendly forces or is a highly lucrative, fleeting target of opportunity.
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“Fully integrated and networked joint C4ISR is the catalyst for transformational change and provides the foundation to help achieve a decision superior joint force.” (CJCS Joint Vision, C4ISR)    





“The defining characteristic of Precision Engagement is the linking of ISR and target acquisition sensors, delivery systems and command, control, communications and computers decision tools to generate and assess effects.” (CJCS Joint Vision, Precision Engagement)





“Naval Forces will deliver timely military power to the Joint Force Commander and are critical to enabling and conducting joint force operations.  Sea basing provides force protection, C4ISR, fires and logistic capabilities that support versatile and flexible power projection and enables highly lethal forces to move directly from ship to operational objectives deep inland.” (SECNAV, Naval Power 21…A Naval Vision)





“We will improve ISR capability to acquire mobile targets and deliver an increasingly persistent and decisive volume of timely fire.” (SECNAV, Naval Power 21…A Naval Vision) 
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